d=cpinstinct

UNMATCHED ZERO-DAY & APT PROTECTION
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(1) McAfee

3 Times more attacks on

mobile than on desktops

54.3M Is the

average cost of a data
breach in the U.S, and

worldwide is $3.8M ()

80% By 2020, 80% of

access to the enterprise will be

via mobile devices, up from 5% °
today. (7)
.
-
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- o

58.73 The APT

protection market is
estimated to grow to %8.7 B
by 2020(©)

-

(2) MarketsandMarkets (3) Lloyd’s (4) Gemalto (5) Symantec

(6) Research and Markets

1 M new malware created

on a daily basis in 2015()

(7) Oracle

$445B

(8) Ponemon Institute

estimated annual
cost of cyber crimes()

S 170 B The cyber Security

market is estimated to grow from
$71.1B in 2014 to $170B by 2020 2

3rd Ranking - cyber attacks in the list
of 2014 global threats®

L
+ 1 B Personal data records

compromised by cyber attacks in
20144



Security Innovation Evolution

Past Present Present & Future

N G* B @ @

. 1AV Dynamic / Isolation / Machine
Signature i
= Heuristics Behavioral Sandboxing Learning Deep Learning
Humans Needed Domain experts require, labor intensive Data Scientists — Domain agnostic
1990’s > Early 2000’s > 2012 >

Highly autonomous | Predictive | Minimal Human intervention
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Detection and Prevention

* Deep Learning prediction for APT and Zero-day
malware

':Q EndeintS (Laptops, Desktops)

e Static File Analysis prevents malware pre-

s Mobile Devices (android, 103 execution
_  Augment existing endpoint solution
2 Servers (Windows)  On-Device Protection (connected or disconnected)

e Seamless deployment — SCCM, GPO, BigFix etc

World leading Deep Learning research team (iead by Dr. £li David)
33 Published Whitepapers on Al

World leading Security Research Team (israeli intel Community)
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What We Are Doing Differently — Deep Learning Artificial Brain

Reactiontime + Actiontime = Response time

’—oAnalyie and Evaluate

Reaction time

|—° METRS
Reaction time

Initiate Action

action time

" Perception

Reaction time
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Machine Learning vs. Deep Learning

0.5]

1.8

@ '6.4

A, 2.3
Wy =

Raw data L N_|

Only 2.5% to 5% of file data
Vector of features

_=

Vi

Raw data Deep Learning

100% of Raw File Data

Deep learning enables to skip the features selection phase, taking into account:
« ALL available features
* Non linear correlations
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Malware Mutation Example ML vs. DL

Raw Data Lego Car = Known
Malware — ML & DL
* Mutated Malware
* Same Number of
Pieces
* Engine from car is now
inside the house

Linear & Non-Linear
Mutations
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Machine Learning

Trained on Car — Now Known
Trains on Linear Patterns only — 2.5% - 5% of (file)
Detection of Car >98% rate

Unknown Malware (House) — Non-Linear Mutation
Unknown Malware (House) — Undetected

Deep Learning

Trained on Car — Now Known

Trained on Linear & Non-Linear Patterns (100% of
File)

Detection of Car >98%

Unknown Malware (House) — Non-Linear Mutation
Unknown Malware (House) — Detected >98%



We Do NOT:

We do not use We do not require

Signatures Heuristics Connectivity Manual analysis for classification

Behavioral Sandboxing Wait for execution of attack Frequent updates
Analysis
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Malware, Prediction Differences ML vs. DL
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3rd Party & Customer Testing / Internal Testing

o

Machine Learning

Prediction Model

>98% Detection of Known Malware

<62.5% Detection Rate Unknown Malware

2.5% - 5% False Positive Rate

O & .
2 ol
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Prediction Model

>99% Detection of Known Malware

>98% Detection Rate of Unknown Malware

< .013% False Positive Rate
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A Two - Step Approach — Training and Prediction

Training in
Deep Instinct Premises <
Hours/Days process

DATA TRAINING

Hundreds of millions of malicious files
Hundreds of millions of legitimate files

TRAINING

PREDICTIVE CAPABILITIES

Trained module

CLIENT

Endpoint / Mobile

G
r
Installation of the trained
module through a <
dedicated client ——
.
r

On-device Prediction J
Real-time

New File
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PREDICTION

h Il
DECISION

/N

v X

No action Prevent
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The value of the Deep Instinct prediction model (D-Brain)

= Spora Ransomware ()

D-Brain v3
Spora is Discovered and
first Prevented
reported as by the Deep
. a new Instinct client on
D-Brain v3 ransomware a production First upload to
Release day family endpoint VirusTotal

45 days (at least)

»
»

37 day40 Months 8 days
-_—_~

1 1
.\\ ’),0)\‘6 0’&\\ 10’\’ I\‘b{(\ ’)fol\‘

ot e ce® ce®

Deep Instinct prevents zero-day malware attacks

It covers the gap of 45 days (at least) between the unknown to known
It protects even if the D-Brain has been last updated 10 months prior to the attack
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https://www.bleepingcomputer.com/news/security/spora-ransomware-works-offline-has-the-most-sophisticated-payment-site-as-of-yet/

Deep Instinct and latest zero-day ransomware campaigns

= WannaCry (May/17)

= |nfected more than 230,000 computers in over 150 countries. Parts ited
Kingdom's National Health Service (NHS), Spain's Telefgai che Bahn were hit,
along with many other countries and

= NOT Petya (June/1

= A spin-of
the Etern
DLA Piper,

= Spora (Jan/17

= Distributed via spam emails pretend to be invoices. These emails come with attachments in the
form of ZIP files that contain HTA files which upon run extracts a Javascript file which further
extracts an executable and runs it.

raianian Govt. and firms, Maersk,
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Awards 2016 & 2017

ﬂ"A‘pmlgkgfadmg Gariner - Info Security
ﬁ HOT COMPANY 20 1 7

2016 .
MOST INNOVATIVE:«

WQRLD

ANTI-MALWARE
SOLUTION

» CDM *
S| 7

GLOBAL
EXCELLENCE

AWARDS

1. 0. 0.0.6

= | InfoSecurity
Products Guide '\:-'EE%%%'E(
TAD 19
oy 12> 2016 P World B
'r(‘»'v\f/\'}i"l%b’ Bwards BEST
e " EXCELLENCE - 2016
BRONZE 2016
D'0 1 6 Faa— | BRONZE

QNOM Deep Instinct Awarded as Technology Pioneer by World Economic Forum 2017

2017 Technology Innovation Award

Deep Instinct on the list of “Top 13 companies that use deep learning”

ECONOMIC

Forbes
NVIDIA

Deep Instinct received “Best in Show” award in Nvidia’s deep learning conference
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- - THANK YOU

- ‘ ® e
s 5 9

- www.deepinstinct.com

, @DeeplnstinctSec
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Product Demonstration
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QUESTIONS?
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